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Mean Mean Mean Mean Mean Mean SD

Easy and real-time process of 

payment transactions.

3.11 2.18 3.10 4.00 3.23 3.12 0.65

Easy and real-time transfer of 

funds to another account.

3.33 3.09 2.30 3.54 0.93 2.64 1.06

Easy and real-time receipt of fund 

transfers from another account.

3.11 3.00 3.00 3.30 0.98 2.68 0.96

Easy and real-time tracking or 

monitoring of spending 

transactions.

3.11 3.00 2.80 3.41 0.87 2.64 1.01

Easy and real-time access to 

account information and balances 

anytime, anywhere through mobile 

phones and other mobile devices.

2.67 2.82 2.80 3.48 0.87 2.53 0.98

Digital banking applications 

provide a wide range of banking 

services and features.

3.00 2.73 2.70 3.20 0.85 2.49 0.94

Digital banking applications offer 

sufficient customer support in case 

of issues or concerns.

3.00 3.05 2.80 3.28 0.83 2.59 1.00

Using digital banking applications 

makes my banking transactions 

more convenient.

3.44 3.00 2.90 3.46 0.89 2.74 1.06

Frequency of Usage

Convenience Overall

Legend: 1.00-1.75: Not Effective; 1.76-2.50: Moderately Effective; 2.51-3.25: Effectice; 3.26-4.00 

Very Effective
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ABSTRACT

The increasing adoption of digital finance has transformed financial ecosystems, particularly in micro-markets where accessibility to traditional banking services remains limited. This study evaluates the value and security features of the digital finance ecosystem and their impact on micro-markets, aiming to develop a strategic financial business process innovation. Specifically, the study examines user perceptions regarding convenience, effectiveness, accessibility, and security measures such as multi-factor authentication and credential confidentiality. A mixed-method research approach was employed, combining survey-based quantitative analysis with qualitative insights from user experiences. Findings indicate a high level of satisfaction among respondents regarding the convenience and accessibility of digital finance applications, yet concerns persist regarding security features. Users highlight the importance of balancing ease of use with robust security measures to foster trust and wider adoption. The study identifies key challenges, including digital literacy barriers and technical constraints, which influence the effectiveness of digital finance applications. Based on these findings, the study proposes a strategic framework for financial process innovation aimed at enhancing the value of digital finance for micro-markets. The results contribute to the growing discourse on financial inclusion and digital finance by offering data-driven insights for policymakers, financial institutions, and technology providers. Strengthening security measures while maintaining ease of access is essential to maximizing the benefits of digital finance in micro-market environments.
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Introduction

Digital finance, also known as "fintech," refers to the use of digital technology to deliver financial services. The digital finance ecosystem includes a wide range of players, from traditional financial institutions to start-ups and technology companies, all working together to create new products and services that enhance the financial lives of individuals and businesses. Basu et al. (2020) digital finance ecosystems foster financial inclusion and contribute to inclusive growth, particularly in micro-markets which give accessibility and usage of financial services by marginalized and underserved populations. Financial inclusion and inclusive growth encompass economic growth that is broad-based, sustainable and benefits all segments of society. Valuing and understanding the role of digital finance in expanding access to financial services, promoting savings, investments, and entrepreneurship, and fostering economic empowerment of marginalized communities.

One of the key values of the digital finance ecosystem is its potential to drive financial inclusion, particularly in micro-markets. Micro-markets are defined as small and under-served communities, often located in developing countries, that have limited access to formal financial services. According to Empizo et al. (2019) There are 6 (six) factors that influence the adoption of mobile banking in the Philippines which includes technology readiness, perceived usefulness, perceived ease of use, trust, social influence, and demographic characteristics, that impact the adoption of mobile banking among Filipino consumers. 

The BSP has been very active and consistent in coordinating efforts to expand financial inclusion and has adopted a facilitative regulatory stance toward microfinance initiatives, including e-finance for the financially excluded Llanto (2017). Digital finance is crucial in attaining the BSP Goal of having easy access to financial services for all Filipinos. Amidst the prevalence of the Coronavirus disease (COVID-19), BSP (2020) highlighted the need for accessible, reliable, and convenient e-payment services. The pandemic has compelled citizens to get accustomed to the “new normal” which enforces restrictions and routines including reduced social contact, calling for limitations on transportation and people’s movement and activities Diokno (2020). 


Gaps in banking and financial technology systems have been limiting business growth, constraining consumer demand, and hampering overall economic growth. For instance, before the pandemic, the Philippines does not have much financial technology and relay only on traditional banking which the majority are reluctant to engage in innovations and improve their services to fewer wealthy individuals and small and micro-enterprises resulting in millions having no access to financial services such as banks, and other fintech application. As the country’s financial technology booms, BSP keeps promoting financial inclusions and digitalization of payments instead of traditional ones. BSP continues to foster the growth and development of digital payment innovations. Magno et al. (2019) the impact of mobile money on financial inclusion in the Philippines, includes factors such as access to formal financial services, savings behavior, and usage patterns. The findings suggest that mobile money has a positive impact on financial inclusion, particularly among low-income households and those in rural areas.


However, despite the potential benefits, the adoption and usage of digital finance in micro-markets are still limited, and several challenges need to be addressed. This research aims to explore the value of the digital finance ecosystem in terms of financial inclusion and its impact on micro-markets. It will investigate the current state of digital finance adoption in micro-markets, the challenges and opportunities facing it, and the key success factors for expanding financial inclusion through digital finance in these communities.

The research will be conducted through a combination of a literature review, case studies, and interviews with industry experts. The findings of this research will provide valuable insights for policymakers, regulators, and industry players, as they work to promote the responsible and sustainable growth of the digital finance ecosystem.

Objectives of the Study

 The central objective of this research is to thoroughly examine and assess the value of the digital finance ecosystem, encompassing the exploration of challenges and potential solutions for ensuring its sustainability. The core purpose of this study is to achieve the following objectives:

To describe the respondent’s level of usage of digital finance applications.

To examine the respondent’s level of satisfaction on the digital finance ecosystem for micro-markets in terms of:

Convenience,

Effectiveness,

Accessibility, and

User Experience

To examine the level of security features of the digital finance eco-system according to;

Multi-factor authentication measure, and

Credentials Confidentiality

To describe and explain the respondent’s challenges in using digital finance applications.

To investigate the statistical difference of the agreement on value and security features of digital finance based on the respondent's level of use.

To construct the statistical relationship between the agreement on value and security features of digital finance ecosystem for micro-markets

To utilize the study's findings in the design and development of Strategic Financial Business Process Innovation.

Hypotheses


Based on the stated problem, below are the hypotheses of the research study:


H1: There is no significant difference in agreement on the value and security features of digital finance based on the respondent’s level of use.


H2: There is no significant relationship between the variables in the digital finance ecosystem and the security features.

Methods of Research 

The research design refers to the overall strategy used to integrate the different components of the study in a coherent and logical way, thereby ensuring effective addressing of the research problem. The study used the descriptive survey method of research to solve the stated problems.


The descriptive method was used to provide information relevant to the study for interpretation and analysis of the data obtained. The study used a descriptive study design. As widely accepted, the descriptive method of research was a fact-finding study that involves adequate and accurate interpretation of findings.  De Belen (2017) said that the main function of the research design is to link and integrate the research method and instrument, the sampling design and procedure, and the statistical tools with the theoretical and/or conceptual framework as an overall guide or frame in the correlation and synchronization of the research activities. The study would use this method due to its appropriateness to gather first-hand data from the respondents and measure the variables. Descriptive research gathers quantifiable information that can be used for statistical inference on the target audience through data analysis. It gives meaning to the quality and standing of facts that are going on such as the information about a group of persons, a number of objects, a set of conditions, a class of events, a system of thoughts, or any other kind of phenomena or existence which one may wish to study. This will help determine the value of digital finance. The survey will be appropriate in this study because it enables the researcher to formulate generalizations. Specifically, a direct-data survey will be included in this study which is a survey questionnaire. The descriptive method will be used because this research purports to present facts concerning the status of digital finance in Boracay and Puerto Galera and give appropriate recommendations for the financial inclusion program and sustainable growth strategy.

The researcher used Pearson's correlation coefficient, a statistical measure designed to evaluate the strength and direction of a linear relationship between two continuous variables. It is not an alternative test for comparing the means of two or more groups; instead, it quantifies the degree of association between variables. Pearson's correlation coefficient ranges from -1 to 1, with -1 indicating a perfect negative linear relationship, 1 indicating a perfect positive linear relationship, and 0 indicating no linear relationship. This is particularly useful for testing the null hypothesis that there is no significant linear relationship between the variables. The calculated Pearson R-value will be compared to a critical value, and if the resulting p-value is less than the chosen level of significance (e.g., 0.05), the null hypothesis will be rejected, indicating that there is evidence of a statistically significant linear relationship between the two variables.

 Furthermore, the researcher gathered information relevant to the study for further interpretation, analysis, and comparison of the data collected. The researcher will gather information using a researcher-made survey checklist form to the respondents which was taken as the basis to determine the diversity commitment, perspective, and challenges. All data gathered would be tabulated, interpreted, and analyzed.

Two types of data were used: primary and secondary data. The primary data were derived from the answers that respondents gave in the self-administered questionnaire prepared by the researcher. In addition, the information that was obtained from the observation also provided primary research data that supported the study on digital finance ecosystem for micro-markets. The secondary data, on the other hand, will derive from the findings stated in published documents and literature related to the research problem.

In terms of approach, the study will employ both qualitative and quantitative approaches. The quantitative approach focused on obtaining numerical findings that will be used with the survey method. 

Objective No. 1.  Level of utilization of digital finance applications

Table 1 presents the respondents' daily frequency of using digital finance applications for micro-market transactions.

The below tables show that the majority of the respondents use digital finance applications 31–40 times per day with an average score of 23 or 46.00%. This indicates a heavy of use among a significant portion of the population, suggesting that these users find considerable value and convenience in digital finance tools for their daily transactions.

Table 1

The respondents' daily frequency of using digital finance applications.

	 
	Boracay
	Galera
	Average
	

	Range
	f
	Rank
	%
	f
	Rank
	WM
	f
	%
	Rank

	31 - 40
	23
	1
	46.00
	23
	1
	46.00
	23
	46.00
	1

	11 - 20
	11
	2
	22.00
	10
	2
	20.00
	10.5
	21.00
	2

	41 and above
	7
	3
	14.00
	6
	3
	12.00
	6.5
	13.00
	3

	21 - 30
	5
	4
	10.00
	6
	4
	12.00
	5.5
	11.00
	4

	0 - 10
	4
	5
	8.00
	5
	5
	10.00
	4.5
	9.00
	5

	TOTAL
	50
	 
	100.00
	50
	 
	100.00 
	50
	100.00
	 


Following this, 21.00% of the respondents use digital finance applications 11–20 times per day, with an average score of 10.50. This group represents users who regularly rely on digital finance applications, perhaps for more specific transactions or less frequent financial needs. Respondents who engage with digital finance applications 41 times or more per day, with an average score of 6.50 or 13.00%., or rank 3. Though smaller, indicates a subset of casual active users who might be leveraging these tools for extensive personal or business-related financial transactions. Users who utilize digital finance applications 21–30 times per day rank fourth, with an average score of 5.50 or 11.00%. while less frequent than the top users, still represents an occasional user that finds these applications beneficial for regular financial activities. Lastly, the group that uses digital finance applications 0–10 times per day rank 5, with an average score of 4.5 or 9.00%. The lower usage rate may reflect barriers such as digital literacy or access to technology, which need to be addressed to enhance the usage of digital finance for transactions.

Objective No. 2. Level of agreement on the digital finance ecosystem for micro-markets

Table 2 presents the respondents' agreement on the digital finance applications to micro-markets in terms of Convenience through various questions given to them.

The table below shows that the respondents are satisfied with the convenience of the digital finance application that they are using for their business transactions with an overall weighted average mean of 2.68. Among the attributes assessed, the ease and real-time nature of processing payment transactions received the highest mean rating of 3.12, with a relatively low standard deviation of 0.65, indicating a high level of agreement. This suggests that respondents find payment transactions through digital finance systems convenient and efficient.

Table 2

Convenience of Digital finance Applications
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. The convenience of using digital banking applications to make banking transactions was rated with a mean of 2.74 and an SD of 1.06, indicating that many respondents find them convenient, although a significant portion do not fully agree. The convenience of receiving fund transfers from another account in real-time was assessed with a mean of 2.68 and an SD of 0.96, indicating a moderate level of agreement among respondents, with varied experiences. The ability to easily and in real-time track or monitor spending transactions was rated with a mean of 2.64 and an SD of 1.01, showing moderate agreement and some variability in perceived convenience. The ease of transferring funds to another account in real-time received a mean rating of 2.64 with a higher standard deviation of 1.06, indicating more variability in perceptions, with some finding it less convenient than others. The convenience of accessing account information and balances anytime, anywhere, through mobile phones and other devices was rated relatively lower with a mean of 2.53 and an SD of 0.98, suggesting that respondents find this aspect less convenient compared to others. Additionally, digital banking applications' provision of a wide range of banking services and features received a mean of 2.49 and an SD of 0.94, indicating room for improvement to meet user expectations. Lastly, respondents rated the sufficiency of customer support provided by digital banking applications with a mean of 2.59 and an SD of 1.00, reflecting a moderate level of agreement with noticeable variability in experiences.

Table 3 presents the respondents' agreement on the digital finance applications to micro-markets in terms of Effectiveness through various questions given to them.

Table 3

Effectiveness of Digital Finance Applications
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Mean Mean Mean Mean Mean Mean SD

Lesser cost in availing loans and 

other financial services.

3.11 3.00 3.10 3.54 3.54 3.26 0.26

Reduce travel costs and save time 

whenever availing financial and 

other bank services.

3.56 2.50 2.70 3.52 3.00 3.06 0.48

Banking applications provide clear 

and detailed transaction histories.

3.11 2.82 2.80 3.46 3.62 3.16 0.37

Helps to improve financial literacy 

such as financial management and 

budgeting.

3.11 2.82 2.90 3.02 3.23 3.02 0.16

Switched and preferred digital 

financial transactions over 

traditional or cash-based 

transactions.

2.89 2.86 2.60 3.20 3.31 2.97 0.28

Banking applications help me 

manage my finances more 

effectively.

3.56 2.82 3.30 3.22 3.15 3.21 0.27

Banking applications provide 

accurate and up-to-date account 

information.

3.11 2.91 3.50 3.35 3.00 3.17 0.25

I find it easy to locate and use the 

necessary features/functions in 

banking applications.

3.56 2.91 2.90 3.28 3.15 3.16 0.27

Legend: 1.00-1.75: Not Effective; 1.76-2.50: Moderately Effective; 2.51-3.25: Effectice; 3.26-4.00 

Very Effective

Effectiveness Frequency of Usage Overall



The above table manifested that the respondents are satisfied to the effectiveness of digital finance applications that they are using for transactions with an overall weighted mean of 3.13. The attribute with the highest mean score is Lesser cost in availing loans and other financial services with a mean of 3.26 and a low standard deviation of 0.26, indicating strong agreement among respondents. Banking applications help me manage my finances more effectively with a mean of 3.21 and a relatively low SD of 0.27, suggesting a high level of perceived effectiveness in financial management. Respondents are satisfied that the banking applications provide clear and detailed transaction histories, as indicated by a mean of 3.16 and an SD of 0.37. Similarly, Banking applications provide accurate and up-to-date account information received a mean of 3.17 with a low SD of 0.25, suggesting a strong consensus among respondents. Reduce travel costs and save time whenever availing financial and other bank services was rated with a mean of 3.06 and an SD of 0.48, indicating slightly lower but still considerable agreement among respondents regarding its effectiveness in saving time and costs. Lastly, respondents were also satisfied that digital financial transactions help improve financial literacy and that they find it easy to locate and use necessary features/functions in banking applications, with means of 3.02 and 3.16 respectively, and SDs ranging from 0.16 to 0.28.

Table 4 presents the respondents' agreement on the digital finance applications to micro-markets in terms of Accessibility through various questions given to them.

Table 4

Accessibility of Digital Finance Applications
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Mean Mean Mean Mean Mean Mean SD

Digital finance application can be 

easily accessed thru mobile 

phones and other devices such as 

laptops, desktops, etc.

2.89 2.45 2.20 3.57 3.62 2.94 0.64

The application provides additional 

tools to cater clients with 

disabilities and those with 

language barriers.

3.33 2.95 2.70 3.46 3.31 3.15 0.31

All of the applications' control, 

buttons and other interactive 

elements can be navigated 

successfully.

2.78 2.77 2.90 3.30 3.08 2.97 0.23

All of the information presented in 

the application is easy to follow 

and understand.

2.89 3.05 2.80 3.09 3.23 3.01 0.17

The application can still be 

completely accessed despite 

system device updates and/or 

upgrades.

3.11 2.73 2.90 3.33 3.38 3.09 0.28

Banking applications are 

compatible with different operating 

systems (e.g., Android, iOS).

3.33 2.91 3.00 3.46 3.08 3.16 0.23

I can easily access and use 

banking applications even with 

limited internet connectivity.

3.11 2.73 2.20 3.41 3.38 2.97 0.51

Banking applications offer a wide 

range of accessibility features for 

users with disabilities.

3.11 2.86 2.80 3.41 3.38 3.11 0.28

Accessibility Frequency of Usage Overall

Legend: 1.00-1.75: Not Effective; 1.76-2.50: Moderately Effective; 2.51-3.25: Effectice; 3.26-4.00 

Very Effective


As glanced at Table 4, respondents are satisfied with how accessible digital finance applications are, with an overall weighted mean of 3.05 with a low standard deviation of 0.09. Respondents satisfied that the banking applications are compatible with different operating systems (e.g., Android, iOS) received the highest mean score of 3.16 with a relatively low standard deviation of 0.23, indicating strong agreement among respondents regarding compatibility across various platforms. The application provides additional tools to cater to clients with disabilities and those with language barriers with a mean of 3.15 and a low SD of 0.31, suggesting high agreement among respondents regarding inclusive features. Respondents agree that Banking applications offer a wide range of accessibility features for users with disabilities with an overall weighted mean of 3.11 and a lower standard deviation of 0.28 and The application can still be completely accessed despite system device updates and/or upgrades with an overall weighted mean of 3.09, indicating strong perceived accessibility and adaptability. Attributes such as All of the information presented in the application is easy to follow and understand with an overall weighted mean of 3.01 and Digital finance application can be easily accessed through mobile phones and other devices such as laptops, desktops, etc." with an overall weighted mean of 2.94 received slightly lower mean scores but still indicate a moderate level of agreement among respondents.   Lastly, all of the applications' control, buttons and other interactive elements can be navigated successfully and I can easily access and use banking applications even with limited internet connectivity received a lower mean of 2.97 with a higher SD of 0.51, suggesting more variability in responses regarding accessibility under limited internet connectivity.
Table 5 presents the respondents' agreement on the digital finance applications to micro-markets in terms of user experience through various questions given to them.

Table 5

User Experience of Digital Finance Applications
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Mean Mean Mean Mean Mean Mean SD

The application is user-friendly and 

easy to navigate.

2.89 2.77 2.60 3.61 3.77 3.13 0.53

Services provided in the 

application aligned with clients' 

needs.

3.56 2.86 2.70 3.41 3.23 3.15 0.36

Information or data provided in the 

application is more engaging and 

easier to understand.

3.11 2.64 3.10 3.59 3.15 3.12 0.34

Services provided were fast, 

efficient, and reliable.

2.89 2.73 3.00 3.24 3.54 3.08 0.32

Provide efficient and reliable 

customer service support, leading 

to quick action and problem 

resolution.

2.67 3.00 2.80 3.37 3.23 3.01 0.29

The layout and design of the 

banking application are visually 

appealing.

2.89 2.68 2.60 3.43 3.00 2.92 0.33

The banking application provides 

helpful error messages and 

support in case of issues.

3.11 2.77 2.60 3.48 3.23 3.04 0.35

The banking application is 

responsive and loads quickly.

3.33 2.64 2.50 3.50 3.54 3.10 0.50

User Experience Frequency of Usage Overall

Legend: 1.00-1.75: Not Effective; 1.76-2.50: Moderately Effective; 2.51-3.25: Effectice; 3.26-4.00 

Very Effective


The table manifested that the respondents are satisfied with their experience in the digital finance application that they are using with an overall weighted mean of 3.07. Among the attributes, respondents were satisfied with the Services provided in the application aligned with clients' needs, indicating strong agreement among respondents that the services meet user requirements with an overall weighted mean of 3.15. Respondents found the application to be user-friendly and easy to navigate, as indicated by an overall weighted mean of 3.13 with a standard deviation of 0.53. Information or data provided in the application is more engaging and easier to understand with an overall weighted mean of 3.12 and a relatively low standard deviation of 0.34, suggesting high agreement and engagement with the provided information. Respondents were also satisfied that the banking application is responsive and quick loading, with an overall weighted mean of 3.10 and a standard deviation of 0.50. Services being fast, efficient, and reliable also received positive ratings with an overall weighted mean of 3.08 and a low standard deviation of 0.32. The banking application provides helpful error messages and support in case of issues with an overall weighted mean of 3.04 with a standard deviation of 0.35 indicating moderate agreement. The application providing efficient and reliable customer service support received an overall weighted mean of 3.01 and a relatively low standard deviation of 0.29, suggesting general satisfaction with customer service. Lastly, the layout and design of the banking application are visually appealing with a slightly lower overall weighted mean of 2.92 with a standard deviation of 0.33.
Table 6

Summary of Valuing Digital Finance Applications
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Mean Mean Mean Mean Mean Mean SD

Convenience 3.10 2.86 2.80 3.46 1.18 2.68 0.20

Effectiveness 3.25 2.83 2.98 3.32 3.25 3.13 0.10

Accessibility 3.07 2.81 2.69 3.38 3.31 3.05 0.16

User Experience 3.06 2.76 2.74 3.45 3.34 3.07 0.08

Legend: 1.00-1.75: Not Effective; 1.76-2.50: Moderately Effective; 2.51-3.25: Effectice; 3.26-4.00 

Very Effective

Valuing Digital Finance 

Applications

Frequency of Usage Overall


Table 6 indicates the average ratings and the variation in responses for the valuation of digital finance applications, categorized by the frequency of use from seldom to heavy, across four attributes: Convenience, Effectiveness, Accessibility, and User Experience. It includes collective means and standard deviations for each attribute.

For convenience, the data shows that Regular users rate it highly with a mean of 3.46, falling with a very effective rating. Seldom and Occasional users gave lower ratings, under 3.00, and Heavy users rated it the least effective, with a mean of 1.18. In terms of Effectiveness, Regular users perceive the applications as very effective with a mean of 3.32, and Heavy users share this view with a mean of 3.25. The overall mean rating for effectiveness is 3.13, indicating an effective perception among users. Accessibility is rated highest by Regular and Heavy users, with means of 3.38 and 3.31, respectively, both within the very effective range. Seldom and Occasional users have lower, yet still effective, scores. The overall mean for Accessibility stands at 3.05, within the effective category. Regular users have the highest satisfaction with User Experience, scoring a mean of 3.45, and Heavy users are close behind with 3.34, both in the very effective range. Seldom and Occasional users again have lower scores but maintain ratings in the effective range. The overall average for User Experience is 3.07, signaling overall effective satisfaction.

An overall mean of 2.98 across all attributes suggests digital finance applications are perceived as effective by users in general. The small standard deviations indicate a relative consistency in these sentiments. This information can help financial service providers understand different user groups' perceptions, allowing for the customization of offerings to improve user satisfaction and loyalty.

Objective No. 3. Security Measures of Digital Finance Applications

Table 7 presents the respondents' assessment of the security features of the digital finance applications eco-system to micro-markets in terms of multi-factor authentication measures through various questions given to them.

Table 7

Multi-Factor Authentication Measures of Digital Finance Applications 
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Mean Mean Mean Mean Mean Mean SD

The banking application requires a 

combination of at least two factors 

to authenticate my identity (e.g., 

password and OTP).

3.11 2.73 2.70 3.28 3.46 3.06 0.34

The process of completing multi-

factor authentication in the banking 

application is user-friendly.

3.33 2.55 2.60 3.30 3.31 3.02 0.41

Received e-mails and text 

messages to confirm account 

withdrawals, deposits, payments 

and other financial transactions.

3.11 2.82 2.70 3.52 3.31 3.09 0.34

The banking application provides 

clear instructions for completing 

the multi-factor authentication 

process.

2.89 2.68 2.50 3.20 3.23 2.90 0.32

Received in-app notifications 

reminders to review or update multi-

factor authentications.

3.22 2.77 2.30 3.43 3.23 2.99 0.46

I feel more confident in the security 

of my financial transactions when 

multi-factor authentication is in 

place.

2.78 2.77 2.90 3.15 3.38 3.00 0.27

I feel that multi-factor authentication 

adds an extra layer of security to 

my banking transactions

2.78 2.82 2.80 3.30 3.38 3.02 0.30

The banking application offers 

options to set up transaction limits 

and other security preferences.

3.22 2.82 3.00 3.54 3.31 3.18 0.28

Multi-Factor Authentication 

Measures

Frequency of Usage Overall

Legend: 1.00-1.75: Not Effective; 1.76-2.50: Moderately Effective; 2.51-3.25: Effectice; 3.26-4.00 

Very Effective


As a glanced at the above table, the respondents are satisfied with the current security features Multi-Factor Authentication Measures of the digital finance applications that they are using with an overall weighted mean of 3.03. Among all the attributes, respondents are very satisfied with the banking application offering options to set up transaction limits and other security preferences with an overall weighted mean of 3.18. Respondent’s also agree that Received e-mails and text messages to confirm account withdrawals, deposits, payments, and other financial transactions with an overall weighted mean of 3.09. Respondents agree that the banking application requires a combination of at least two factors to authenticate my identity (e.g., password and OTP), and they feel that multi-factor authentication adds an extra layer of security to my banking transactions with an overall weighted mean of 3.06 and and standard deviation of 0.34, while the process of completing multi-factor authentication in the banking application is user-friendly, and I feel that multi-factor authentication adds an extra layer of security to my banking transactions both in the same overall weighted mean of 3.02 and a standard deviation of 0.41. Received in-app notifications reminders to review or update multi-factor authentications with an overall weighted mean of 2.99 and a high standard deviation of 0.46. Lastly, the banking application provides clear instructions for completing the multi-factor authentication process with an overall weighted mean of 2.90 and a standard deviation of 0.32.

Table 8 presents the respondents' assessment of the security features of the digital finance applications eco-system to micro-markets in terms of Credential Confidentiality through various questions given to them.

Table 8

Credential Confidentiality features of Digital finance Applications 
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Mean Mean Mean Mean Mean Mean SD

I am confident that my login 

credentials are not shared with 

third parties without my consent.

3.44 3.41 3.10 3.20 3.69 3.37 0.23

I am informed regarding how 

personal information will be 

protected and safeguarded.

3.22 3.27 3.20 3.09 3.46 3.25 0.14

I am Informed on how to best 

secure identity information, 

including security credentials.

3.44 3.45 3.00 3.26 4.00 3.43 0.37

I am Informed about the rights and 

relevant complaints and appeals 

avenues.

3.56 3.64 2.90 3.24 3.46 3.36 0.30

I am confident that personal data is 

private and being used 

appropriately

3.44 3.55 3.00 3.13 3.23 3.27 0.22

The banking application 

implements measures to detect 

and prevent unauthorized access 

attempts.

3.44 3.27 2.60 3.17 3.23 3.14 0.32

I trust that the banking application 

keeps my login credentials 

confidential.

3.44 3.32 2.80 3.11 3.54 3.24 0.29

The banking application securely 

encrypts my login information to 

prevent unauthorized access.

3.33 3.23 2.80 3.39 3.38 3.23 0.25

Credential Confidentiality Frequency of Usage Overall

Legend: 1.00-1.75: Not Effective; 1.76-2.50: Moderately Effective; 2.51-3.25: Effectice; 3.26-4.00 

Very Effective


The above table depicts that the respondents are very satisfied with the credential confidentiality of the digital finance applications that they are using with an overall weighted mean of 3.29 with a low standard deviation of 0.09. Respondents were particularly very satisfied that they were Informed on how to best secure identity information, including security credentials, and confident that my login credentials are not shared with third parties without my consent with an overall weighted mean of 3.43 and 3.37, respectively. Respondents were Informed about the rights and relevant complaints and appeals avenues with an overall weighted mean of 3.36 and a low standard deviation of 0.30. Respondents are also satisfied and confident that personal data is private and being used appropriately with an overall weighted mean of 3.27 and a standard deviation of 0.22. Respondents are informed regarding how personal information will be protected and safeguarded with an overall weighted mean of 3.25 and a standard deviation of 0.14. Respondents trust that the banking application keeps their login credentials confidential, and the banking application securely encrypts my login information to prevent unauthorized access with an overall weighted mean of 3.24 and 3.23, respectively. Lastly, the banking application implements measures to detect and prevent unauthorized access attempts with an overall weighted mean of 3.14 and a standard deviation of 0.32.

Table 9

Summary of Security Features of Digital Finance Applications 

[image: image8.emf]Seldom Occasional Casual Regular Heavy

Mean Mean Mean Mean Mean Mean SD

Multi-Factor Authentication Measure 3.06 2.74 2.69 3.34 3.33 3.03 0.08

Credential Confidentiality 3.42 3.39 2.93 3.20 3.50 3.29 0.09

Legend: 1.00-1.75: Not Effective; 1.76-2.50: Moderately Effective; 2.51-3.25: Effectice; 3.26-4.00 

Very Effective

Security Features of Digital 

Finance Applications

Frequency of Usage Overall




As glances in the above table, in the evaluation of digital finance applications, users assessed the effectiveness of Multi-Factor Authentication and Credential Confidentiality based on their frequency of usage, ranging from Seldom to Heavy. The mean values indicate users' perceived effectiveness of these security features. For Multi-Factor Authentication, Regular and Heavy users rated it as very effective with means exceeding 3.26 (3.34 and 3.33, respectively). Seldom users also found it to be effective, with a rating just above 3.00 (3.06), while Occasional and Casual users gave it lower effective ratings of 2.74 and 2.69, respectively. The Overall mean for MFA across all users is 3.03, which is within the effective range, with a low standard deviation of 0.08, indicating consistent responses across the user base. Credential confidentiality is similarly valued, with Heavy users rating it as very effective at 3.50. Seldom and Occasional users also perceive it to be very effective, although their scores are closer to the boundary (3.42 and 3.39), while Regular users rate it slightly lower at 3.20, which is still effective. Casual users rate it as the least effective, though their mean of 2.93 is still within the effective category. The Overall mean for this feature is 3.29 with very effective for the pooled user opinions, accompanied by a small standard deviation of 0.09.



Summarizing the two features' overall means, we derive a means of 3.16, characterizing the security features in digital finance applications as effective from the perspective of the overall user base. The low standard deviations for both features mirror a consensus on their effectiveness, suggesting that users, irrespective of their usage frequency, largely agree on the value of security in digital finance applications.

Objective No. 4. Challenges encountered in digital applications.

Table 10 presents the respondents' challenges in the digital finance applications eco-system to micro-markets through various questions given to them.

The below table manifested that the respondents strongly agree with all attributes of challenges that they encounter in using digital finance applications with an overall weighted mean of 3.34. They are particularly experienced and strongly agree with problems in escalating issues through mobile application self-service complaints with an overall weighted mean of 3.54 and a lower standard deviation of 0.14. Followed by when Customers do not have the same digital finance application that they have to perform transactions with an overall weighted mean of 3.39 and a standard deviation of 0.13.

Table 10

Respondents Challenges in Digital Finance Application

[image: image9.emf]Seldom Occasional Casual Regular Heavy

Mean Mean Mean Mean Mean Mean SD

Possibility of experiencing 

technical issues, such as bugs at 

the bank’s website, mobile app 

level and navigating through the 

digital banking application.

3.33 3.23 3.30 3.54 3.38 3.36 0.12

Not all local residents have digital 

finance application and continue 

the transaction using cash payment

2.44 3.27 3.00 3.52 3.62 3.17 0.47

Customer do not have the same 

digital finance application that I 

have

3.22 3.41 3.30 3.50 3.54 3.39 0.13

Financial information is being 

compromised by hackers or 

cybercriminals.

3.11 3.36 2.80 3.63 3.54 3.29 0.34

Lower interest rate and minimal 

rewards received

2.44 3.23 3.30 3.50 3.77 3.25 0.50

I encounter problem when creating 

an account and submitting 

documents

2.89 3.23 3.40 3.61 3.69 3.36 0.32

I encounter problems when trying to 

perform specific transactions 

within the application

3.33 3.18 3.40 3.30 3.54 3.35 0.13

I encounter problem in escalating 

issue through mobile application 

self-service complaints

3.33 3.64 3.50 3.52 3.69 3.54 0.14

Challenges Frequency of Usage Overall

Legend: 1.00-1.75: Not Effective; 1.76-2.50: Moderately Effective; 2.51-3.25: Effectice; 3.26-4.00 

Very Effective


Possibility of experiencing technical issues, such as bugs at the bank’s website, mobile app level, and navigating through the digital banking application, and they experienced problems encountered when creating an account and submitting documents with an overall weighted mean of 3.36. Respondents encounter problems when trying to perform specific transactions within the application with an overall weighted mean of 3.35 and a standard deviation of 0.13. Financial information being compromised by hackers or cybercriminals are among the problems that the respondents encountered with an overall weighted mean of 3.29. Lower interest rates and minimal rewards were received with an overall weighted mean of 3.29. Lastly, not all residents have digital finance applications and continue the transaction using cash payment with an overall weighted mean of 3.25 and a standard deviation of 0.50.

Objective No. 5. Statistical difference of the agreement on value and security features of digital finance based on the respondent's level of use.

This table presents the results of an Analysis of Variance test, which examines whether there are statistically significant differences between groups on a particular variable. In this case, the test is looking at differences in user perceptions and the value of digital finance across five dimensions: overall model, convenience, effectiveness, accessibility, and user experience.

Table 11

Test of Differences in User and Value of Digital Finance

	 
	Sum of Squares
	df
	Mean Square
	F
	p
	η²

	Overall model
	77.8
	53
	
	1.467
	0.992
	0.513
	 

	Convenience
	27.1
	11
	
	2.465
	1.667
	0.112
	0.186

	Effectiveness
	18.0
	14
	
	1.283
	0.868
	0.596
	0.123

	Accessibility
	14.4
	15
	
	0.957
	0.647
	0.820
	0.098

	User Experience
	18.3
	13
	
	1.410
	0.954
	0.509
	0.126

	Residuals
	68.0
	46
	
	1.478
	 
	 
	 



The overall model is not statistically significant (p = .513), meaning there's no significant difference in how users perceive the value of digital finance when considering all dimensions together. While in the convenience the F-statistic suggests a potential difference (F = 1.667), the p-value is above the typical significance level of .05 (p = .112). This means the observed difference in perceived convenience between groups could be due to chance. However, the effect size (η² = 0.186) suggests that if there is a real difference, it explains about 18.6% of the variation in convenience scores, which is moderately large. Effectiveness, accessibility, and user experience, these dimensions all show p-values greater than .05, indicating no statistically significant differences between groups in how they perceive the effectiveness, accessibility, or user experience of digital finance. 

The results suggest that while there might be some differences in how users perceive the convenience of digital finance, there are no statistically significant differences in their overall value perceptions or in terms of effectiveness, accessibility, and user experience.

Table 12 uses ANOVA to analyze the significance of differences in user attitudes toward the security features of digital finance, specifically focusing on Multi-Factor and Credential Confidentiality.

Table 12

Test of Differences in User and Security Features of Digital Finance
	 
	Sum of Squares
	df
	Mean Square
	F
	p
	η²

	Overall model
	47.1
	24
	1.96
	1.49
	0.098
	

	Multi-Factor Authentication Model
	27.4
	11
	2.49
	1.89
	0.054
	0.188

	Credential Confidentiality
	19.7
	13
	1.51
	1.15
	0.333
	0.135

	Residuals
	98.7
	75
	1.32
	
	
	


The analysis of variance test table above indicates differences in user perceptions of security features in digital finance. The analysis focuses on two specific security features: Multi-Factor Authentication and Credential Confidentiality.

The overall model, representing the combined effect of both security features, is marginally significant (p = .098). This suggests a possible trend towards differences in user perceptions based on these security features, but it's not strong enough to be conclusive. The multi-factor authentication model demonstrates a statistically significant effect (p = .054), indicating that users perceive digital finance security differently depending on the presence or strength of multi-factor authentication. The effect size (η² = 0.188) is relatively large, suggesting that this feature explains a considerable portion of the variation in security perceptions.: While credential confidentiality doesn't reach statistical significance (p = .333), it's important to note that the p-value is relatively close to the .05 threshold. This, combined with a moderate effect size (η² = 0.135), suggests that credential confidentiality might still play a role in shaping user perceptions of security. However, further investigation with a larger sample size might be needed to confirm this.

The results highlight the importance of multi-factor authentication in influencing user perceptions of digital finance security. Implementing robust multi-factor authentication methods is likely to enhance user trust and confidence in digital financial platforms. While credential confidentiality shows a potential impact, its role is less clear-cut. Digital finance providers must prioritize and effectively communicate their security measures, particularly multi-factor authentication, to address user concerns and foster trust.

Objective No. 6. Statistical relationship between the agreement on value and security features of digital finance ecosystem for micro-markets.

In the Correlation Matrix provided above, 'Pearson's r' refers to Pearson's correlation coefficient. It is a measure of the linear correlation between two variables, ranging from -1 to +1. A value of +1 indicates a perfect positive linear relationship, -1 indicates a perfect negative linear relationship, and 0 indicates no linear relationship between the variables.

Convenience is strongly and positively correlated with effectiveness (r = 0.660), accessibility (r = 0.584), user experience (r = 0.706), and multi-factor authentication/monitoring (r = 0.664). The corresponding p-values are all less than 0.001, which indicates that these correlations are statistically significant, demonstrating a high likelihood that these relationships are consistent and not due to random chance. Effectiveness also shows strong positive correlations with accessibility (r = 0.666), user experience (r = 0.770), and multi-factor authentication/monitoring (r = 0.752).

Table 13 

Test of Relationship between Value and Security Features of Digital Finance

	 
	 
	1
	2
	3
	4
	5
	6

	1. Convenience
	Pearson's r
	—
	
	
	
	
	

	 
	p-value
	—
	
	
	
	
	

	2. Effectiveness
	Pearson's r
	0.660
	—
	
	
	
	

	 
	p-value
	< .001
	—
	
	
	
	

	3. Accessibility
	Pearson's r
	0.584
	0.666
	—
	
	
	

	 
	p-value
	< .001
	< .001
	—
	
	
	

	4. User Experience
	Pearson's r
	0.706
	0.770
	0.693
	—
	
	

	 
	p-value
	< .001
	< .001
	< .001
	—
	
	

	5. Multi-Factor Authentication Model
	Pearson's r
	0.664
	0.752
	0.730
	0.793
	—
	

	
	p-value
	< .001
	< .001
	< .001
	< .001
	—
	

	6. Credential Confidentiality
	Pearson's r
	-0.130
	-0.121
	-0.042
	0.003
	-0.031
	—

	
	p-value
	0.198
	0.230
	0.677
	0.973
	0.760
	—


These relationships are statistically significant as well, with p-values less than 0.001. Accessibility and user experience share a positive correlation (r = 0.693), and both are strongly correlated with multi-factor authentication/monitoring (r = 0.730 and r = 0.793, respectively). The significance of these relationships is further supported by p-values less than 0.001. Credential confidentiality, on the other hand, shows very weak and non-significant correlations with all other factors, such as convenience (r = -0.130), effectiveness (r = -0.121), accessibility (r = -0.042), and multi-factor authentication/monitoring (r = -0.031). The correlation between user experience and credential confidentiality is exceptionally weak (r = 0.003). None of these relationships are statistically significant, as indicated by the p-values ranging from 0.198 to 0.973, which are all above the common alpha threshold of 0.05.

In summary, there is a network of strong, positive, and significant relationships among convenience, effectiveness, accessibility, user experience, and multi-factor authentication/monitoring, which suggests that they are interrelated components of user satisfaction in digital finance ecosystems. However, credential confidentiality does not appear to share these connections. Its correlations with these factors are weak and not statistically significant, suggesting that it may operate independently or be influenced by other variables not included in the matrix.

Objective No. 7. Recommendation for digital applications.

Table 14 presents the Recommendations in the digital finance applications eco-system to micro-markets through various questions given to them.

Conclusions
The summary of findings shows that 46% of respondents use digital finance apps very frequently (31-40 times/day), indicating strong integration into daily routines. Another 21% use them moderately (11-20 times/day), and 13% use them over 41 times daily. Fewer respondents use apps 21-30 times or 0-10 times/day, possibly due to traditional methods or limited access. Overall, these findings underscore the apps' significant role in daily financial activities, reflecting a trend towards frequent use and changing consumer behaviors towards digital platforms.

Based on the findings of the study, the researcher concludes that:

Convenience. The researcher found that respondents generally find digital finance applications convenient with an overall weighted mean 2.68, but improvements are needed, especially in payment processing. While transactions are easy and real-time, access to account info and banking services could be better. Addressing these areas would enhance user experience and satisfaction with digital finance apps.

Effectiveness. The study concludes that respondents view the digital finance ecosystem for micro-markets as highly effective. Positive feedback on indicators like cost reduction, financial management, and ease of use is reflected in the high mean score of 3.13 with low variation, indicating strong satisfaction and consensus. These findings underscore the significant role of digital finance in enhancing accessibility, reducing costs, and improving financial management in micro-markets.

Accessibility. Respondents find digital finance applications accessible and compatible across operating systems, with high satisfaction in supporting diverse needs. They appreciate the applications' adaptability through updates. However, ease of understanding and mobile accessibility could be improved. Users in areas with limited internet access showed varied responses, indicating a need for enhancements in reliability.

User experience. Overall, users are satisfied with digital finance applications, rating them with a mean of 3.07. They value service alignment, user-friendly interfaces, information quality, responsiveness, efficiency, reliability, error messages, and customer support. Lower ratings for layout and design suggest areas for improvement to enhance user experience.

The researcher concludes that the respondents generally express agreement and satisfaction with the security features provided by digital finance applications. 

Multi-factor authentication measures. The researcher concludes that respondents are generally satisfied with the security features, particularly multi-factor authentication, in digital finance applications. Multi-factor authentication was effective in enhancing security, alongside transaction limits and personalized settings. Additional security measures like email and text verifications were valued. However, improvements are needed in in-app notifications and instruction clarity to enhance user experience and maintain trust.

Credential Confidentiality. The researcher concluded that users are highly satisfied with the confidentiality of their credentials in digital finance applications, as indicated by a strongly weighted mean and low standard deviation. They appreciate being educated on security practices and trust their login details are kept confidential. However, there are areas for improvement to further enhance user satisfaction with credential confidentiality in digital finance services.

The study found strong consensus among respondents regarding challenges with digital finance applications, reflected in an overall weighted mean of 3.34. Key issues include difficulties with self-service complaint mechanisms, interoperability problems across different apps, technical hurdles during account setup, and security concerns about data compromise. Other challenges noted include less competitive interest rates, minimal rewards, and continued reliance on cash transactions. Addressing these issues could enhance user experiences and increase the adoption of digital financial services.

The researcher found no statistically significant differences in how users value digital finance applications across various factors tested, with a p-value of 0.05. This suggests that other factors not examined here may influence user perceptions, or the current model may not fully capture user preferences. Similarly, attitudes towards security features, including overall security and multi-factor authentication, showed no significant differences among users, with p-values of 0.098 and 0.054 respectively at an alpha level of 0.05. This indicates that users' level of use does not significantly affect their views on security features in digital finance applications.

The researcher found a significant positive relationship between the convenience of digital finance applications and their perceived value across effectiveness, accessibility, user experience, and security features, particularly multi-factor authentication/monitoring. These components are strongly correlated, suggesting improvements in one area can enhance others. Accessibility and user experience are also closely related and strongly linked to the strength of security measures, all with statistically significant p-values, highlighting the importance of a seamless and secure user experience in micro-markets. Interestingly, credential confidentiality showed a very weak and non-significant correlation with these attributes, indicating its distinct role within digital finance security. This finding could guide future developments in digital finance ecosystems.
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